








Securing the IP Edge of the VoIP Network

The primary mechanisms for controlling traffic and securing the edge of the VolP
network are Session Border Controllers (SBCs) and IPS. SBCs are specialized
network devices designed to perform specific services in VoIP networks. They
are inserted into the signaling and/or media paths between calling and called
parties in a VolIP call. In some cases, the SBC masquerades as the called

VoIP phone and places a second call to the called party. The effect of this
behavior is that signaling traffic and media traffic (voice, video, and so on) can
be monitored and controlled by the SBC. The SBC also has the ability to modify
control signaling, allowing service providers to restrict or redirect certain calls
and helping them overcome potential problems caused by firewalls and NAT.

There are multiple security benefits to SBCs. They monitor traffic, help prevent
DDoS attacks, and they provide a mechanism for lawful intercept of VoIP calls.
SBCs also create a general framework for monitoring malicious VolP usage and
shutting down offending users or bots.

SBCs, however, are also subject to attacks, and don’t typically have the
capability to quickly update and defend against new security threats.

IPS is designed to quickly load new signatures in defense of newly found
security threats. These signatures can be created and loaded within hours,
providing the necessary response for stopping new threats. For this reason,
many networks deploy IPS in front of SBCs to prevent attacks on the SBC.

Securing VoIP Elements in the Data Center

There are multiple servers and network elements in the data center that
support VoIP services. Servers must be regularly patched, and antivirus and
anti-spyware must be kept up to date. In addition, VoIP MPLS VPNs can be
extended to the data center to provide network isolation for VolP application
and media servers. Standard firewall/IPS configurations can result in SIP
signaling problems, therefore these elements must be configured to support
VolIP transport and defend the data center from intruders. Firewalls should
utilize Application Layer Gateways (ALGs) to open and close pinholes to allow
the VolP traffic to traverse the firewall. ALG support is required for the VolP
signaling protocol (SIR H.323, other) used in the network.

Securing Internet Peering Points for VoIP

For obvious reasons, Internet peering points are high risk locations. It is a best
practice to use SBCs at peering points to protect from DDoS and other attacks.
Firewalls and IPS are also a must at peering points and should be used in
conjunction with SBCs to ensure adequate security, while minimizing service



disruptions due to NAT or other protocol problems associated with VolP
signaling and network firewalls.

FUNCTION DESCRIPTION

Securing the IP Edge SBCs and IPS systems are used to
secure the edge of the network from
external threats.

Securing VoIP Elements Use firewalls and IPS to secure VolP
in the Data Center servers in the data center.

Securing Internet Peering | Peering points should be secured with
Points for VoIP SBCs, firewalls, and IPS.

Table 5 - Summary of VoIP Network Security Best Practices

Best Practices for Securing TV and Multimedia Services

Traditional telephone companies are entering the TV and multimedia
entertainment markets by leveraging IPTV and video on demand (VOD)
technology. Delivering video entertainment services over IP networks creates
the opportunity for new and enhanced services that provide competitive
advantages over incumbents. Figure 5 depicts a typical network architecture for
IPTV and VOD.
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Figure 5 - Internet TV and Multimedia Architecture



Security vulnerabilities exist throughout the IPTV architecture. Virtually all IP
network devices are subject to DDoS attacks, and prevention mechanisms
should be put into place. In addition, IP routers should utilize ACLs, NAT, MPLS
VPNs, and VLANSs to secure routers and traffic. In addition, the IPTV architecture
provides some additional challenges at the network peering points, head-end
and/or the video serving office.

Securing External Network Peering Points

At all points where the video IP network interconnects with external IP networks
(the Internet or any other third-party network), stateful firewalls with IPS should
be used to prevent external attacks. Firewalls should also use NAT to shield
internal IP addresses from the outside world. This limits the information that
can be collected by an intruder for the purposes of an attack.

Securing the Video/Super Head-End

The video/super head-end is a critical component of the network that must be
secured. Network firewalls and IPS should be used to control access to the
head-end. This is also a point where digital rights management needs to be
enforced. Encryption technology combined with IPSec tunnels can be used to
ensure privacy and prevent unauthorized access to video content.

Securing the Video/Hub Serving Office

The video/hub serving office is another critical location in the network that
needs protection. Best practices include inline IDP protection with custom
signatures to detect DDoS and other attacks on video networks. Digital rights
management also needs to be enforced at these locations using encryption.

FUNCTION DESCRIPTION

Securing External Stateful firewalls and routers should
Network Peering Points | secure external peering points. NAT
should be used to shield internal IP
addresses. IPS should be used for
intrusion protection.

Securing the Video/ Routers, firewalls, and IPS should secure
Super Head-End the video head-end.

Securing the Video/ Routers, firewalls, and IPS should secure
Hub Serving Office the video/hub serving office.

Table 6 - Summary of Best Practices for Securing an IP Video Network



Best Practices for Securing 3" Mobile Data Networks

The rapid growth of wireless data service riding on third-generation networks
has increased the need for security in the mobile packet core. Figure 6
presents a high level overview of the third-generation packet architecture.
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Figure 6 - High Level Overview of Third-Generation Network Architecture

The threats on the third-generation network are similar in nature to the threats
discussed earlier. Protection is needed from DDoS attacks, botnets, worms,
and intruders attempting to hijack services and illegally monitor voice or data
communications. One of the differences in the third-generation networks is
that the Serving General Packet Radio Service (GPRS) Support Node (SGSN),
gateway GPRS support node (GGSN), and packet data serving node (PDSN) (for
CDMA2000) packet control nodes are used to manage and control all wireless
data. Since all data traffic passes through these controllers, any attack

on these systems will cause network-wide service outages. It is therefore
imperative to defend these network elements.

The key areas in the third-generation network that must be defended are
highlighted in Figure 7. Starting from the edge of the network, security must

be maintained on mobile handsets. It is the responsibility of the handset
manufacturer to install and maintain virus protection, intrusion detection, and
firewall software on the handset to defend against attacks. Handsets must also
be capable of encrypting data using SSL clients to maintain privacy.



In the data core network, the methods of protection are similar to those
discussed earlier. Firewalls, IPS, and encrypted tunnels should be used to
secure interfaces to external networks. MPLS VPNs should also be used to
isolate the third-generation core network from any other IP traffic on the
network. For example, if the IP core network is supporting many services,
including third-generation mobile, Internet, wireline voice, IPTV, and business
services, an MPLS VPN can create a secure virtual IP network to support the
third-generation core packet network. Security must also be provided for all
servers, billing systems, and packet control nodes. This can be done with
firewalls, IPS, antivirus and anti-malware software running on servers. Some
specific requirements for third-generation networks are that firewalls must be
capable of passing GPRS tunnels (GTP), which are commonly used to pass data
traffic securely across the network.
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FUNCTION DESCRIPTION

Securing the PSTN Firewalls and IPS protect interfaces to

Connections PSTN gateways.

Securing the SGSN, MPLS VPNs isolate mobile IP network

GGSN, and/or PDSN from other service provider IP networks.
Firewalls and IPS protect SGSN, GGSN,
and PDSN.

Securing the OSS, Billing | MPLS VPNs isolate mobile IP network
Systems, and Application | from other service provider IP networks.
Servers Firewalls and IPS protect data center
0SS and billing systems.

Table 7 - Summary of Best Practices for Securing an IP Mobile Network

Best Practices for Securing Service Provider Data Centers

Rollout of new data services has led to an explosive growth in data centers.
Figure 8 presents an overview of how data centers fit into the typical service
provider network architecture. Network services are provided by multiple data
centers and application servers. These could be metro data centers or national
and regional data centers. Additionally, some services are provided by third
parties with applications hosted in remote data centers across the Internet.
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Figure 8 - Architecture of Service Provider Data Centers



Data centers are the brains running the network services and therefore are a
focal point for network criminals attacking service providers. There are a
complex set of systems and services running in the data center with
vulnerabilities in each layer. These include:

Server and OS vulnerabilities

Application layer vulnerabilities

Network switching vulnerabilities

Network routing vulnerabilities

Storage network vulnerabilities

Data center management and control vulnerabilities

An important trend in modern data center design is system virtualization. LANs,
storage area networks (SANs), and servers are virtualized such that a single
physical network or system element can run multiple logical elements. This
has helped improve scalability, reduced operations expenses such as power
consumption and cooling, and improved data center security by isolating
components of the network and system infrastructure. In designing a secure
data center networking infrastructure, the virtualization and security defenses
in the network must correctly map to the virtualization models deployed across
the data center as a whole.
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Figure 9 - Establishing a Security Perimeter in a Virtualized Data Center



A common approach for securing network and system infrastructure in data
centers is a layered security model (seeFigure 9). In this model, security
perimeter(s) are maintained such that trusted network components are
separated from untrusted components. In some cases, there are multiple
perimeters and multiple layers of trust assigned to systems. It is also possible
to have tiered virtual security perimeters mapped to virtual servers and storage
networks. Network elements and systems outside the perimeter are managed
differently than those inside the perimeter. Different systems and components
have varying levels of importance and vulnerabilities, and therefore are
managed differently from a security perspective. However, all systems must be
protected from attacks at some level. Systems that house extremely sensitive
data should be deep inside the security perimeters, while systems that provide
Internet Web services should be outside the perimeter or in a demilitarized
zone (DMZ). The DMZ is an area in the data center that is accessed by arbitrary
users over the Internet, but has some level of protection using Internet firewalls
and IPS. The DMZ is separated from the trusted network using a second layer
of firewall and IPS.

The layered security architecture must correspond to the virtualization archi-
tecture that is implemented in the data center. This is done by mapping virtual
networks at layer 2 (L2) and layer 3 (L3) to virtual storage networks and virtual
servers. L2 virtual networks are normally implemented with VLANs, while L3
virtual networks are implemented with MPLS VPNs.

In summary, securing data centers is a complex task that requires a detailed
security design. This design must provide security at layer 2-7 and must be
consistent with the logical design and systems requirements in the data center.

4. Juniper Networks Security Product Portfolio

Juniper Networks is a leader in carrier-class routing and network security.
Juniper’s routers scale from small routers for home offices or small businesses
to the largest core Internet routers. Juniper also offers a full range of scalable
firewalls, Intrusion Detection and Prevention (IDP) systems, SBCs, and identity
and policy management solutions.

Routers

The Juniper Networks intelligent services edge includes the M-series and
MX-series routing platforms that provide a broad range of edge functionality to
support next-generation applications. Each routing platform supports VLANSs,
MPLS VPNs, and ACLs for baseline security defenses.



Additional security is available with the MS-DPCs on the MX-series, and the
MS-PICs on the M-series. The MS-DPC and MS-PIC support a broad set of IP
services and security functions including:

Session border control (SBC) functions
Intrusion Detection and Prevention (IDP)
Deep packet inspection

Stateful firewall

Network Address Translation (NAT)

Built-in security mechanisms along with the MS-DPC and MS-PIC capabilities
provide a comprehensive security solution available on both the MX- and
M-series routing platforms.

In addition, the T-series routers are core routers designed to provide IP
scalable routing deep in the core network. T-series routers also leverage the
same built-in security and MS-PIC as the M-series routers for the same
comprehensive security.

Firewalls and IDP

Juniper Networks has a scalable set of integrated network security devices
that are designed for large networks and data centers (See Figure 10). These
products have scalable performance and integrated security and routing
capabilities. All products have best-in-class capabilities in firewall and IDR
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Figure 10 - Juniper Networks Security Product Family



Firewalls

The top end of the product line is the SRX-series 5600/5800, a highly

scalable integrated firewall and IDP for use in data centers and service provider
networks. Based on the Dynamic Services Architecture, the SRX-series
provides unrivaled scalability. A fully equipped SRX 5800 supports up to 120
Gbps firewall throughput and 30 Gbps IDP throughput.

Juniper Networks NetScreen-5000 series is a line of purpose-built firewall/VPN
security systems designed to deliver a new level of high-performance
capabilities. NetScreen-5000 security systems integrate firewall, VPN, denial
of service (DoS) and DDoS protection, and traffic-cmanagement functionality in
a low profile, modular chassis. Built around Juniper’s third-generation security
ASIC and distributed system architecture, the NetScreen-5000 series offers
excellent scalability and flexibility, while providing a higher level security system
through Juniper Networks NetScreen ScreenOS® custom operating system.

In addition, the Integrated Security Gateways (ISG) are purpose-built, security
solutions that leverage a fourth-generation security ASIC, the GigaScreen3,
along with high-speed microprocessors to deliver unmatched firewall and VPN
performance. The Juniper Networks ISG 1000 and ISG 2000 are ideally suited
for securing carrier and data center environments where advanced applications
such as VolP and streaming media dictate consistent, scalable performance.
Integrating best-in-class Deep Inspection firewall, VPN, and DoS solutions, the
ISG 1000 and ISG 2000 enable secure, reliable connectivity along with network
and application-level protection for critical, high-traffic network segments. The
ISG can be upgraded to support integrated IDP to provide robust network and
application layer protection against current and emerging threats. Leveraging
the same software as found on Juniper Networks IDP platforms, but

integrated into ScreenOS, the ISG product family provides a combination of
best-in-class firewall, VPN, and IDP in a single solution.

Intrusion Detection and Prevention

Juniper Networks Intrusion Detection and Prevention (IDP) products provide
comprehensive and easy-to-use inline protection that stops network and
application-level attacks before they inflict any damage to the network,
minimizing the time and costs associated with maintaining a secure network.
Using industry-recognized stateful intrusion detection and prevention
techniques, Juniper Networks IDP provides zero day protection against worms,
trojans, spyware, keyloggers, and other malware from penetrating the network
or spreading from already infected users.



Session Border Controller

Juniper Networks session border control (SBC) border gateway function (BGF)
for JUNOS® software fully integrates voice and multimedia session support onto
the M-series M120 and M320 multiservice edge routers and the T-series T640
core router. The SBC BGF runs on MS-PICs which include dedicated hardware
accelerators for optimized performance and scalability. The SBC BGF for JUNOS
software provides many important VolP functions such as media gateway control
and media latching, NAT and Network Address Port Translation (NAPT) traversal,
Differentiated Services code point (DSCP) marking and rate limiting that
together ensure the appropriate handling of voice traffic at the access and peer
edges of converged IP services networks.

Identity and Policy Management

The Juniper Networks Steel-Belted Radius (SBR) family offers AAA products
based on RADIUS standards that provide the performance and reliability to
handle any traffic load and fully support any network infrastructure. Designed
for both enterprise and service provider networks, SBR products provide
uniform security policy enforcement across all network access methods,
including wireless LAN (WLAN), remote/VPN, dial up, and identity-based (wired
802.1X). Specialized solutions for service providers also manage subscriber
authentication, support any service delivery model, and accelerate time-to-
market for new services.

5. Conclusion

Service provider networks are undergoing a massive paradigm shift as networks
migrate from legacy circuit switched and closed data networks to converged

IP and Carrier Ethernet networks. This shift has created many business
opportunities, but also created serious network security vulnerabilities.

This network security handbook has explained why security is of critical
concern to service providers, described common vulnerabilities, and presented
some approaches to securing networks. Network security is critical to service
provider operations; a thoughtful and systematic approach must be taken to
network security architecture and design, and best-in-class security products
must be implemented to optimize defense against threats.
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